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Surviving a Massive Cyber AttackJ

How Mile2 can help train your staff
to decrease your risk!
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What does a Hack cost you? milg’f:’}=
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After an industry-wide hunt, let us tell you: There is no single, definitive figure on
the cost of security incidents.

In cases where stolen IDs and passwords were used, the average loss per incident
was $1.5 million. Some attacks caused as much as $10 million in damages.

Companies lost an average of $14 million per breach per incident when customer
data losses were incurred. The high cost was as much as $50 million.

A recent survey by the Yankee Group indicates that more than half of companies
rate their Internet downtime costs at more than $1,000 per hour.

Some rules of thumb say that $100,000 is a good starting point when measuring
average loss per incident. Some say $200,000. Some say $1,000 per hour,

http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=208803989
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World Bank Hacked mile¥3
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World Bank employees have been ordered to change their
passwords three times in the past three months.

(The published report says there were six major break-ins in
the past year, and that at least five servers containing
sensitive data were exposed.

"\We really don't know at this moment what information was
stolen," says Graham Cluley, senior technology consultant for
Sophos.

rSpyware was somehow loaded onto World Bank servers, the
report said, at one time giving the attackers wide access to the
network for nearly a month during the period of June and July. |
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80% of Organizations Suffer Breaches, Most From the Inside ITI"E?I
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The Ponemon Institute study, which was
commissioned by Compuware, also found that
75 percent of organizations in the U.S., U.K.,
France, and Germany have suffered data
breaches caused by accidental internal lapses,
while 26 percent say they have experienced
breaches from malicious insiders.

Not surprisingly, mobile devices, including
laptops, PDAs, and memory sticks are where
most breaches originate (58 percent), while 50
percent come through the network, 41 percent

from the mainframe, and 39 percent from paper
documents. Nearly 20 percent of breaches
come from backups.
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3'd Quarter Findings

Volume of Malware Increased by 338%: The high level of malware in the
third quarter was largely driven by continued SQL injection attacks as well
as increases in socially engineered malicious email.

Password Stealers and Backdoor Trojans Increased by 267%!

74% of Malware in the Third Quarter resulted from visits to Compromised
Websites: This poses a particular challenge to corporate users as these
attacks tend to be delivered silently and are carried out through legitimate
e naetar i and often well known sites.

Gap Between Zero Day Web-Based Malware and Sighature-Based
Scanners Increases: September bore witness to the increased gap

. between zero day threats and signature-based scanners. 31% of malware
“f"wudi_sf:;_e'ed blocks in September were zero day blocks meaning that they were not
P it—hs, detected by signature-based scanners at the time of exposure.
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| Botnets

A Botnets have become worsed atrend expected to continue next year.

l Cyber warfare

' Threats to VolP and mobile devices

e evolving cyber crime economy

A Sources of cyber crime will become increasingly organized and profit-
driven in the years ahead.
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What i1s Malware?

Trojans and
Backdoors
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Spyware




Distributing Malware mile¥3
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Classic malware uses a viral distribution pattern, in which one infected station |
infects another, and aln epidemic develops.
(

E-Mail Attachments, IM, IRC
[

Physical Access/ Storage Media (DVD/CDs, USB drives)
[

Browser and E-mail Software Bugs
(

File Sharing |

NetBIOS

I Un-trusted Sites and Freeware Software

(

Wrapped or Repackaged Programs

2 Mile2 All rigits resensed.



What happens when you are attacked? rp|le?1
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lLocate the system or systems under attack.

‘Find and protect all log files. I

2 Mile2 All rights reserved.



Malware Countermeasures

There a number of tools and actions that can
be performed to both detect and potentially

Anti-
virus/Person
al
IDS/Personal
firewall
products

Anti-
Spyware/Troj
an products

Port and
Process
Monitoring
Software
(fport, TCP
View)

prevent malware.

Registry
Modification
Detection
(HijackThis)

System File
Integrity
(Tripwire, GFI
Languard
SIM)

Malware
Reference
Websites

(Glocksoft,
Symantec,
McAfee)
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Countermeasure: Monitoring Autostart Methods I'l"IIlE?I
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4. HijackThis - v1.96 =10 x|

Below are the results of the scan, Be careful what you delete, HijackThis cannot
determine what is bad and what merely customized by vou. The best thing to do
is save a log file and show it to knowledagable Folks,

[(1RO - HKCU\Software\MicrosoftInternet ExploreriMain, Start Page = http:/f127.0.0.1}
WIF1 - win.ini: run=yreog.exe
[103 - Toolbar: @msdxmLC.dll,-1@1033,8Radio - {8E718888-423F-11D2-876E-00A0C3082467} - C:AWINNTSystem32imsdxm. ocx
[10O4 - HELMY, \Run: [VMware Tools] C:\Program Filesi¥MwarelvYMwareTray.exe

[ 04 - HELMY, A\Run: [VMware User Process] C:\Program Files\VMwarelYMwareUser .exe

(109 - Extra button: FFRT e Q115 ) ll

[(109 - Extra 'Tools' me

[1O17 - HKLM\System [i F1 - win.ini: run=yreog.exe
[JO17 - HKLM\System \)
1017 - HKLM\System Detailed information on item F1:

An inifile value that has been created and is not present in a default Windows install nor
needed, possibly resulting in program(s) loading at Windows startup, Often used to
autostart program(s) that are hard ta disable.

Default: run= OR load=

—Sean & Fix stuff Infected example: run=dialer.exe
Save log Fiz oK
Info on selected item. .. ] Add checked to ignorelist

HijackThis is a tool that scans the registry and other
system files for autostarting trojans and spyware.
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Countermeasure: BPMTK  mile¥3
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The BPMtK (Basic Process Manipulation Tool Kit) is a utility
developed to specifically manipulate processes on Windows.

The BPMTK is Open Source tool

'There are many security mechanisms that are implemented in the
user 6s own process édsheusérhhasdullrightsstoi s s
those processes.

ADisable Software Restriction Policies
ABypass .NET Code Access Security
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Countermeasure: The Metasploit Project mlle?l

http://www.metasploit.com/
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MEGASP|L

The Metasploit Framework is
an advanced FREE open-
source platform for
developing, testing, and using
exploit code.

The Framework3 was written
compared to commercial in the Ruby programming

offerings such as Immunity's language and includes various
CANVAS and Core Security components written in C and
Technology's (Core-Impact) assembler.

Runs on Linux and
Windows and is
versatile.

It can also be used in
conjunction with a
postgres database.
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Countermeasure: Gargoyle Investigator mlle?1
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Gargoyle Investigator™
Enterprise Module

Forensic Malware Investigation

Key Features:

A Perform enterprise wide collection of malicious code hashes on
multiple targets simultaneously

Alncludes a single user license of Gar
A 20 datasets containing over 10,000 types of malicious software
ADat aset @reaesandduiléyour own categories for detection

A Utilize created datasets to search for known documents that only you
should have access to

Alntergperates with popular forensic tools such as EnCaseE and
FTKE

A Time-stamped enterprise discovery reports for each target suspected
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Countermeasure: Spy Sweeper Enterprise
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Spy Sweeper

Enterprise DISTRIBUTGR
NEW! VERSION 3.0 SERVER

'Spy Sweeper Enterprise Features:

lRootkit protection with white listing

)/Advanced reporting

'Scalable to thousands of desktops
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CM Tools: File Protection Software mlll.'-':'{!'1
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System file integrity software alerts administrators when critical files have been
modified, thus giving early warning that trojans, rootkits, and other malware have
been installed.

These products work by comparing properties of a file before and after
modification. One such property might be an MD5 checksum.

Tripwire and GFI Languard SIM are examples of products that monitor file integrity.

- GHLAN gUGrd System Integrity Monitor
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CM Tool: Hardware-based Malware

Detectors mlle?l
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A hardware-based malware detector | /@
can be installed in a network to

prevent malware operation. Unallocated

DDoS Target : Internet ' IP Space
: “Hacker”

Command & Control

One example: Adaptive DarkNet

. Spam Target
from mainnerve.com.

sl

Firewall - Router

Al s

With Adaptive DarkNetE s er v i
an enterprise has a continuously-
improving defense mechanism for Switch

ADAPTIVE DARKNET

00000g !
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various malware like Trojans,
viruses, and worms.

(Adaptive DarkNetE r ecogn i

outbound malicious activity;

therefore it can protect your Q
network from becoming the source
of an unintended DDoS attack.

@
Y

Host Computers on the Internal Network
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Countermeasure: User Education mlle"’l
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- ) It is extremely important to inform end-users about the
s |l dangers of running software obtained from untrusted

2l sources.

Instead of having users simply read and sign-off on
the company computer usage policy, actually discuss

W) computer security issues (picking strong passwords,
’-J malicious software, etc) in a face-to-face meeting.

Reme mber, t here I S no
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History

} History of mile2

Aln the aftermath of 9/11, mile2 swiftly responded to the
chall enges offered and i s
largest specialty IT security training organization. mile2
has provided training services to most US military and
Intelligence agencies, as well as similar and related
agencies in Canada, South America, the Caribbean and
throughout Europe. mile2 has provided training and
consulting services for both private and public sectors to
organizations ranging from charities, banking, insurance,
health, communications, transportation, law enforcement
and education to almost any sector imaginable.
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Ami | e206s excellent reputa

delivering expert and highly qualified IT-
Security training with our courses and
examinations being recognized by
governments and private industries alike.
We have and are currently training
personnel from Defense departments
globally, FBI, Police, United Nations, United
States Air Force, Department of National
Defence (Canada), NATO and Private
Industry including EADS, Siemens,
DaimlerChrysler, Maytag, KPMG, FedEXx,
Motorola and many more.
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